[t )]

R\

HACKING OF AMERICA

U.S. UNDER CYBERATTACK @
(RO coms )

INSIDE LOOK AT HOW TECH GIANTS ARE FIGHTING HACKERS
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Cyber showdown. A tech giant takes us inside the 247 fight to stop hack attacks. From NBC news,
this is Today with Savanah Guthrie and Hoda Kotb, live from Studio 1A in Rockefeller Plaza. A real
war being waged and fought in cyber space targeting the US and its allies, you and me. If you're still
thinking of hackers as 20 somethings, operating in the garage or maybe a criminal gang in Eastern
Europe, yes! But experts say the most successful attacks today require the kind of sophistication
that can only be provided by nation states.

The 247 scale of the global cyber war is so big, it's hard to fathom. One out of every 130 emails
today contains malware with 167 million malware attacks every 24 hours. 4000 ransomware attacks
every day, 30 million fragile at login attempts. And that’s just targeting Micro Soft Cloud and
platforms. Every tech giant is under similar attack. Password fraud, fishing emails, malware attacks,
denial of service. Sophisticated automated programs that today are often run by hostile governments.
Russia, China and North Korea among them. It looks like the entire US is under attack.

“Those attacks that happen every single day, our customers don’t see them, because we’ve stopped
them” We are the first cameras allowed inside the Microsoft forensics lab, where they take a part
infected software looking for suspect clues. And the cyber defense operation center which monitors
malware attacks round the clock. It's here that they are protecting everything stored on the Cloud
from family photos to corporate financial information to sensitive government data. That requires
using artificial intelligence to spot abnormal internet traffic.

The best way to defeat real life armies of hackers is for good hackers to find the vulnerabilities first.
That's the Red Team'’s job, analyzing billions of lines of software code for that one mistake that could
let hackers in. “Our goal to stay ahead. In the way we stay ahead is by looking feeling and acting like
hackers” The Blue Team must spot the hackers and move fast to patch the security hole. Hackers
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often get in by guessing someone’s password or by using fishing attacks, luring you to click on an
email that looks legit but contains a software bug.

To show me, the team set up an email account and targeted me. “This looks like an email from
Savannah Guthrie! Collect! And she is trying to direct me to a weblink. Collect” It looks like a link to a
political story, but look closely. “Political” is misspelled. Would | have noticed if | were speeding
reading my emails? “But if | click on it, | am infecting my computer. Your entire machine will be
controlled and in real time, the attackers can now take your credentials” The lesson, check each
email to make sure the sender’s email address is legit. Ye, whatever you do, don’t click on an email
from Savannah! Just kidding! Of course, Apple, IBM, Amazon, Google, Oracle, they’re also running
very sophisticate Cloud security operations and all of them insist you should trust the Cloud. You
simply cannot protect your own dada 247.
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1. Cyber showdown.  tech giant takes us inside 247 fight __ stop hack attacks.
2. From NBC news, Today Savanah Guthrie _ Hoda Kotb, live from
Studio 1A Rockefeller Plaza.
___real war being waged __ fought __ cyber space targeting _ US _ allies,
me.
re still thinking __ hackers __ 20 somethings,
operating ___ garage or maybe __ criminal gang __ Eastern Europe, yes!
experts say __ most successful attacks today require __ kind __ sophistication
can only be provided __ nation states.

w

No ok

8.  247scale __ _ global cyber war so big,  hard __ fathom.

9. One out __ every 130 emails today contains malware

10. 167 million malware attacks every 24 hours.

11. 4000 ransomware attacks every day, 30 million fragile __ login attempts.

12. ’s just targeting Micro Soft Cloud __ platforms.

13. Every tech giant under similar attack.

14. Password fraud, fishing emails, malware attacks, denial __ service.

15. Sophisticated automated programs today often run __ hostile governments.
Russia, China __ North Korea among them.

16. looks like _ entire US under attack.

17.¢ attacks happen every single day, our customers don’t see them, because we’ve
stopped them”

18. We ____ first cameras allowed inside ___ Microsoft forensics lab,

19. take _ part infected software looking _ suspect clues.

20.  cyber defense operation center which monitors malware attacks round __ clock.

21. protecting everything stored ___ Cloud

22. from family photos __ corporate financial information ___ sensitive government data.

23. requires using artificial intelligence __ spot abnormal internet traffic.

24. best way  defeat real life armies __ hackers good hackers __ find
vulnerabilities first.
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25. 'S Red Team’s job, analyzing billions __ lines __ software code one
mistake could let hackers .

26. “Our goal __ stay ahead. way we stay ahead ___looking feeling __ acting
like hackers”

27.  BlueTeammustspot  hackers _ move fast __ patch __ security hole.

28. Hackers often get ___ guessing someone’s password or __ using fishing attacks,

29. luring __click an email looks legit _ contains ___ software bug.

30. _ showme,  team setup an email account ___ targeted me.

31.°¢ looks like an email from Savannah Guthrie! Collect!

32. she trying __ directme __ weblink. Collect”

33. looks like __ link __  political story, __ look closely. “Political” misspelled.

34. Would | noticed | were speeding reading my emails?

35.“  lclick , | am infecting my computer.

36. Your entire machine will be controlled _  real time, ___ attackers can now take your
credentials”

37. __ lesson, check each email __ make sure __ sender’s email address legit.

38. Ye, whatever do, don’t click an email from Savannah! Just kidding!

39. _ course, Apple, IBM, Amazon, Google, Oracle, ‘re also running very sophisticate
Cloud security operations ___all __ them

40. insist should trust _ Cloud. simply cannot protect your own dada 247.
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1. Cyber showdown. A tech giant takes us inside the 247 fight to stop hack attacks.
AMOIHEZ AAULICH & HOY JI=2AtIt oA SZE SKotdd EEF0F M= HREZ
OHLHE

2. From NBC news, this is Today with Savanah Guthrie and Hoda Kotb, live from Studio 1A in
Rockefeller Plaza.
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3. A real war being waged and fought in cyber space targeting the US and its allies, you and me.
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China and North Korea among them.
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17. “Those attacks that happen every single day, our customers don’t see them, because we’'ve
stopped them”
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19. where they take a part infected software looking for suspect clues.
HIIAM= S0l HE0HotH, 28 AZEQIHUHM S2Xte HHAE=S HAUSLICH

20. And the cyber defense operation center which monitors malware attacks round the clock.
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21. It's here that they are protecting everything stored on the Cloud
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22. from family photos to corporate financial information to sensitive government data.
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23. That requires using artificial intelligence to spot abnormal internet traffic.
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24. The best way to defeat real life armies of hackers is for good hackers to find the
vulnerabilities first.
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25. That's the Red Team’s job, analyzing billions of lines of software code for that one mistake
that could let hackers in.
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26. “Our goal to stay ahead. In the way we stay ahead is by looking feeling and acting like
hackers”
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27. The Blue Team must spot the hackers and move fast to patch the security hole.
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28. Hackers often get in by guessing someone’s password or by using fishing attacks,
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30. To show me, the team set up an email account and targeted me.
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31. “This looks like an email from Savannah Guthrie! Collect!
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32. And she is trying to direct me to a weblink. Collect”
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33. It looks like a link to a political story, but look closely. “Political” is misspelled.
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34. Would | have noticed if | were speeding reading my emails?
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35. “But if | click on it, | am infecting my computer.
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36. Your entire machine will be controlled and in real time, the attackers can now take your
credentials”
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37. The lesson, check each email to make sure the sender’s email address is legit.
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38. Ye, whatever you do, don’t click on an email from Savannah! Just kidding!
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39. Of course, Apple, IBM, Amazon, Google, Oracle, they’re also running very sophisticate Cloud
security operations and all of them
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